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Abstract
In recent days, privacy-preservation for data publishing has seen speedy advances that causes
capability to store and record personal data. Maintain the privacy for the high dimensional
dataset has become vital aspect. The personal data can be spread, for a different purposes. In
order to apply these things, variety of techniques have recently been planned so as to perform
the information mining tasks in an exceedingly privacy-preserving means. The existing system
has been developed using anonymization techniques of Generalization and Bucketization.
Study of Generalization has shown loses some amout of data, with respect to the high
dimensional data. At other side Bucketization does not protect membership disclosure as well
as does not give the clear idea of separation between sensitive attribute and quasi-identifying
attributes. So to overcomes this introduce novel technique which is used to partitions data
horizontally as well as vertically, known as Slicing. Slicing preserve best data utility as
compare to the Generalization and also protect the membership disclosure. Our contribution
on this paper is preserves utility as a result of it teams extremely correlate attributes along, and
preserves the correlations between such attributes.
Keywords - Privacy Preserving, Data anonymization,Slicing, Hadoop.

1.Introduction
Data mining is that the extracting the significant data from the massive data sets like data
warehouse, micro data contains records every of that contains data concerning a personal
entity, like an individual, a company or unit. Many micro data anonymization techniques are
introduced for data publishing. The foremost widespread that generalization for k-anonymity
[1] and bucketization for l-diversity [1][6]. In each approaches attributes square measure
partitioned off into 3 categories: 1) some attributes square measure identifiers which will
unambiguously establish a personal like Name or social insurance Number; 2) some attributes
square measure Quasi(similar) Identifiers(QI), that the soul might already grasp and that, once
taken along, will probably establish a personal, e.g., Birth date, Gender, and Zip code; 3) some
attributes square measure Sensitive Attributes (SAs), that square measure unknown to the soul
and square measure thought-about sensitive, like Diseases and Pay Salary. Usually once the
micro data business enterprise the assorted attacks occurred like record linkage model [1]
attack and attribute linkage model attack. therefore avoid these attacks the assorted
anonymization techniques was introduced. In each generalization and bucketization removes
the identifiers from the info and conjointly partitions tuples into buckets. Buckets contain the
detail of tuples subset. In Generalization transforms the QI values in every bucket into “less
specific however semantically consistent ” values. In order that tuples of a similar bucket can't
be distinguished by their QI values. In bucketization diifers the SAs from the QIs however
every which way permuting the SA values in every bucket.
The major limitation of approach of k-anonymity is that link the external data with shared data
for analysis purpose. In generalization all the attributes are suppressed till every row is
identical. it's used for protect identifier however it's not guarantee to the complete privacy and
lose the knowledge in high dimensional data. In bucketization technique all the sensitive data
denoted “The values are represented in well format”. Bucketization has many limitations
initial one is doesn't protect membership revealing or disclosure. As a result of bucketization
publishes the similar symbol (QI) values in their original forms, AN individual will verify
whether or not a private incorporates a record within the already revealed or disclosure
information or not. The projected Slicing algorithm with Tuple grouping formula is divided
the data each vertically and horizontally. The random values are permutated at intervals every
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bucket and can also handle in high dimensional information. It is additional information utility
than generalization and bucketization.
This comparative studies how we can share and publish microdata in a privacy preserving
way. We present an expressive study of this problem along three dimensions: (1) developing a
simple, instinctive, and strong privacy model; (2) developing an more effective anonymization
technique that works on high-dimensional data and scrubby or sparse data; and (3) developing
a methods for estimating privacy and utility tradeoff.

2. Related Work
Although there has been a notion of Anonymization within the existing methods, and
numerous technique might suit the important time databases. Here we tend to discuss
concerning the prevailing methods/algorithms for Privacy preserving of small data
publication.
Privacy-preserving publishing of micro data has been reviewed rigorously in modern years.
Micro data have archives each of which contains information about an individual entity, such
as a person, a household, or an organization. Multiple micro data anonymization methods
have been suggested. The renowned ones are generalization for k-anonymity and
bucketization for ℓ-diversity. In two approaches, attributes are divided into three categories:
(1) some attributes are identifiers that can indistinctively identify an individual, such as Name
or Social Security Number;
(2) some attributes are Quasi-Identifiers (QI), which the challenger can possibly identify an
individual, like Date of Birth, Sex, and Pin code
(3) some attributes are Sensitive Attributes (SAs), which are not known to the challenger and
are sensitive, such as Salary as well as Disease.
In both generalization as well as bucketization, one first eliminates identifiers from the data
and then divides records into buckets.
The two methods vary in the following step:
Generalization changes the QI-values in each bucket into lessprecise but constant values so
that records in the same bucket cannot be differentiated by their QI values. In bucketization,
one divides the SAs from the QIs by arbitrarily permuting the SA values in each bucket. The
anonymized data involves of a set of buckets with permuted subtle attribute values.
Fig. 2.1 shows the architecture of Privacy Preserving in Data Mining which contains Several
privacy preserving techniques , input of datasets, data mining techniques and the output.
3. Various Anonymization Techniques
In Study and analysis we analyzed firstly, many existing clustering algorithms like (e.g., kmeans) requires the “centroids” calculations. We analyzed there is no existing notion of
“centroids” , where each attribute forms a data point in the clustering space. Secondly, kmedoid method is very tough to the being of outliers specifications (i.e., data points that are
very outlying from the remaining of data points). Thirdly, the order data points are examined
does not causes the clusters computed from the k-medoid method.
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Even though there has been a idea of Anonymization in the existing algorithms, and various
technique would maybe suit the real time records. Here we discuss about the studied and
analyzed existing algorithms /methods for Privacy preserving of micro data publishing.
First Check
Original Data:
We studied and analyzed that slicing preserves much better data utility than generalization. In
assignments involving the sensitive attributes, slicing is also extra effective than bucketization.
In some classification experimentations, slicing shows better performance than using the
original data.
Age Sex Zipcode Disease
22
M
47906
dyspepsia
22
F
47906
flu
33
F
47905
flu
52
F
47905
bronchitis
54
M
47302
flu
60
M
47302
dyspepsia
60
M
47304
dyspepsia
64
F
47304
gastritis
Table a) Original Data

1.1Generalization :
First removes identifiers from the datasets and then partitions the tuples into buckets. In the
next step the two techniques differ. Generalization technique transforms the QI-values in
each bucket into the "less specific but semantically consistent" values so that tuples in the
same bucket cannot be differ by their QI values. In order for generalization technique to be
effective, records in the same differ bucket must be close to each other so that generalizing
the records would not lose that much information.
Table b) shows the generalized data.
Age
Sex Zipcode
Disease
[20-52]
*
4790*
dyspepsia
[20-52]
*
4790*
flu
[20-52]
*
4790*
flu
[20-52]
*
4790*
bronchitis
[54-64]
*
4730*
flu
[54-64]
*
4730*
dyspepsia
[54-64]
*
4730*
dyspepsia
[54-64]
*
4730*
Gastritis
Table b) Generalized Data
1.1 Bucketization:
The effectiveness of slicing in membership revealing protection. For this purpose, we count
the quantity of pretend tuples within the sliced information. we tend to additionally compare
the quantity of matching buckets for original tuples which for faux tuples. Our study analyzed
that bucketization doesn't stop membership revealing as nearly each tuple is unambiguously
identifiable within the bucketized information.
Table c) shows the bucketized data.
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3.3 Multiset-based Generalization Data:
We studied & analyzed that this multiset-based generalization is equal to a trivial slicing
structure where each column contains exactly one attribute, since both approaches preserve
the precise values in each attribute but break the association between them within one bucket.
Table d) Shows multi-set based generalized data.
Age Sex Zipcode Disease
22
M
47906
flu
22
F
47906 dyspepsia
33
F
47905 bronchitis
52
F
47905
flu
54
M
47302
gastritis
60
M
47302
flu
60
M
47304 dyspepsia
64
F
47304 dyspepsia
Table c) Bucketized Data

Age

Sex

Zipcode

Disease

22:2,33:1,52:1
22:2,33:1,52:1
22:2,33:1,52:1
22:2,33:1,52:1
54:1,60:2,64:1
54:1,60:2,64:1
54:1,60:2,64:1
54:1,60:2,64:1

M:1,F:3
M:1,F:3
M:1,F:3
M:1,F:3
M:3,F:1
M:3,F:1
M:3,F:1
M:3,F:1

47905:2,47906:2
47905:2,47906:2
47905:2,47906:2
47905:2,47906:2
47302:2,47304:2
47302:2,47304:2
47302:2,47304:2
47302:2,47304:2

Dysp.
flu
flu
Bron.
flu
Dysp.
Dysp.
Gast.

Table d) Multi-set based generalized data
3.4 Slicing :
We studied a completely unique information anonymization technique referred to as slicing
to enhance the current state of the art. Slicing partitions the dataset into each vertically and
horizontally . In the vertical partitioning is finished by grouping attributes into columns
supported the correlations among the attributes. every column contains a set of attributes that
are extremely correlative. Horizontal partitioning is finished by grouping tuples into buckets.
Finally, inside every bucket, values in every column are willy-nilly permutated (or sorted) to
interrupt the linking between totally different columns. Table d) and e) shows one- attribute
per- column slicing and the sliced data respectively.
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3.5 K-anonymity with slicing:
In K-Anonymity we perform operations on attributes, Attributes are suppressed or
generalized up to each row is identical with at least k-1 other rows. At this point the dataset is
known to be k-anonymous. It can distinct access details and non access details of Data set. It
will include slicing approach of Column separation method.

Age
22
22
33
52
54
60
60
64

Sex
F
M
F
F
M
F
M
M

Zipcode
47906
47905
47906
47905
47302
47304
47302
47304

Disease
flu
flu
dyspepsia
bronchitis
dyspepsia
gastritis
dyspepsia
flu

Table e) one- attribute per- column slicing
(Age,Sex)
(22,M)
(22,F)
(33,F)
(52,F)
(54,M)
(60,M)
(60,M)
(64,F)

(Zipcode, Disease)
(47905,flu)
(47905,dyspepsia)
(47905,bronchitis)
(47905,flu)
(47304,gastritis)
(47302,flu)
(47302,dyspepsia)
(47304,dyspepsia)

Table f) The Sliced data
3.6 Privacy Threats:
When publishing micro data, there square measure 3 varieties of privacy disclosure threats.
The primary is membership disclosure. Once the dataset to be available is chosen from a
outsized population and the range criteria square measure sensitive ( for e.g., only diabetes
patients are selected), one needs to avoid adversaries from knowledge whether one’s record is
enclosed within the published data set. The second kind is identity disclosure, that happens
once a personal is coupled to a specific record within the discharged table. In a number of the
things, one needs to shield against identity revelation once the soul is unsure of membership.
During this case, protection against membership disclosure will helps to protect identity
disclosure. In alternative things, some soul might already grasp that associate individuals
record is within the disclosure dataset , during which case, membership revelation protection
either doesn't apply or is low. The third kind is attribute disclosure, that happens once when
new information about some individuals is revealed, i.e., unharness ,the discharged
information build it attainable to infer the attributes of a personal additional accurately than it
had be attainable before the release. Like to the case of identity disclosure, we want to
contemplate adversaries who already identify the membership information. Identity leak ends
up in attribute disclosure. Once there is identity disclosure, an personal is reidentified [6] and
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therefore the corresponding sensitive price is unconcealed. Attribute revelation will occur with
or while not identity revelation, e.g., once the sensitive values of all matching tuples square
measure a similar.

4. Slicing Architecture:
4.1 Simple Architecture
Generally, in privacy preservation there is lack of security protection. The privacy
preservation is not possible due to the occurrence of challenger’s background data in real
world application. Data in its own format encompasses sensitive data about personal.
Whenever this data is published it violate the privacy threats. The present study in data
publishing be dependent on mainly on policies and guidelines as to what kind of data can be
published and on contracts on the usage of published data. The method alone ends up to
excessive data alteration or deficient protection. Privacy-preserving data publishing (PPDP)
delivers methods and tools for publishing valuable information while preserving data privacy.
Many algorithms like bucketization, generalization have annoyed to preserve privacy however
they presentation attribute disclosure. So to overcome this problem the algorithm called slicing
is used.
Fig. 4.1 Shows overall architecture of slicing.
Functional working of slicing architecture as follows:
Step 1: Extract the dataset from the database.
Step 2: Anonymity process divides the records into Two.
Step 3: Interchange the sensitive values.
Step 4: Multi set values generated and Displayed. Step 5:Attributes are collective and secure
data Displayed.
4.2 Slicing Architecture with tuple grouping:
Slicing with Tuple grouping architecture offers effective arbitrary tuple grouping for micro
data publishing. Each column encompasses sliced bucket (SB) that permutated arbitrary values
for each separated data. It is also permutated the occurrence of the value in each one of the
scans-diversity algorithm orders the diversity when the each sliced table.
Fig 4.2 shows that slicing architecture of tuple grouping.
Fig. 4.1 Slicing Architecture
DATA SET

GENERALIZATION

BUCKETIZATION

MULTI SET
GENERALIZATION

SLICING

SECURE SLICED
DATA
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SLICING
DATABASE
L-DIVERSITY
SLICING
ALGORITHM

TUPLE GROUPING
ALGORITHM

SECURE DATA

Fig. 4.2 Slicing Architecture with tuple grouping

2. Comparative Algorithms
Slicing Algorithms:
Slicing algorithm consists of three phases: 1) attribute partitioning, 2) column generalization,
and 3) tuple partitioning. We studied the three phases.
1. Attribute Partitioning:
association of unconnected attribute values is very low common and therefore more
recognizable. Thus, it is good to divided the associations among uncorrelated attributes to
lookout privacy. In this step, we firstly calculate the relations among pairs of attributes and
then group attributes on the basis of their correlations.
2. Column Generalization
Records are generalized to satisfy certain minimum occurrence necessary.
3. Tuple Partitioning
In the tuple partitioning, records are separated into buckets. We studied Mondrian algorithm
for tuple partition technique. unlike Mondrian k-anonymity, no other generalization can be
connected to the records; we make use of the Mondrian for the reason of separates tuples into
buckets.
5.1 Algorithm tuple-partition(T, ℓ)
1. Q = {T}; SB = ∅.
2. while Q is not empty
3. remove the first bucket as B from Q; Q = Q − {B}.
4.split B into two buckets B_1 and B_2, as in Mondrian.
5. if diversity-check(T, Q ∪ {B_1,B_2} ∪ SB, ℓ)
ISSN:2320-8848(O.)/2321-0362(P.)

Page 8

November, 2013

International Journal for Management Science and Technology (IJMST)
Vol. 1; Issue 9
6. Q = Q ∪ {B_1,B_2}.
7. else SB = SB ∪ {B}.
8. return SB.
5.2 Algorithm diversity-check(Ts,Ts_, ℓ)
1. for each tuple t ∈ Ts, L[t] = ∅.
2. for each bucket B in Ts_
3. record f(v) for each column value v in bucket B.
4. for each tuple t ∈ Ts
5. calculate p(t,B) and find D(t,B).
6. L[t] = L[t] ∪ {hp(t,B),D(t,B)i}.
7. for each tuple t ∈ Ts
8. calculate p(t, s) for each s based on L[t].
9. if p(t, s) ≥ 1/ℓ, return false.
10. return true.
This is all about overview of algorithms.
Below algorithm is for overlapping slicing:
5.3 Slicing Algorithm:
1. load dataset;
2. attribute partition and column
3. process tuple partition and buckets
4. slicing
5. undergo column generalization
6. do matching buckets
7. duplicate an attribute in more than one columns
8. end;
3. Conclusion and Future Work
Thus from our study and analysis we analyzed that Slicing overcomes the limitations of
existing techniques of generalization and bucketization and pre- serves better utility while
protecting against privacy threats. Slicing to protect attribute disclosure and membership
disclosure.
Slicing preserves better data utility than generalization and is more operative than
bucketization connecting the sensitive attribute.
Our future work is depend on before anonymizing the data, one can analyze the data features
and use these features in data anonymization. As per our future work we plan to design more
effective tuple grouping algorithms. The trade-off between column generalization and tuple
partitioning is the topic of future work.
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With this work we also work on how to handle huge amount of data using slicing.
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